
Cyber Insurance has been available in the insurance 
marketplace for well over a decade, but it is only in recent years 
that the healthcare industry has begun to embrace insurance 
as part of their overall risk management program.  Driven in 
part by lower premiums, increased awareness of breaches 
and requirements in a mulƟ tude of funding contracts or data 
sharing agreements, healthcare enƟ Ɵ es of all sizes are now 
purchasing insurance with increased frequency.

How do you know what you’re buying?
In tradiƟ onal insurance products, such as general liability, 
auto or property, many insurance companies use standardized 
language as the basis of their policies.  This has not been the 
case with the development of cyber policies.  Each carrier 
develops their own policy language, and that language 
is evolving as rapidly as the technology it was designed to 
address.
This inconsistency in policy language has resulted in many 
unsaƟ sfi ed policyholders at claim Ɵ me when their claims 
are denied.  The basis for these denials oŌ en lies in the 
policy language itself; in the defi niƟ ons, exclusions, or 
endorsements.
When reviewing cyber coverage opƟ ons, a comprehensive 
review of the coverage terms is criƟ cal in helping ensure that 
the policy will respond as you need it to in the event of a 
loss.  It is not enough to review the limits and premiums.  It is 
also important to note that premium is not a direct indicator 
of coverage. More expensive policies do not necessarily have 
broader coverage.
Below is a list of common policy limitaƟ ons or language to 
consider when reviewing your cyber coverage opƟ ons

What is the defi niƟ on of protected or confi denƟ al 
informaƟ on?  
• Review limitaƟ ons or overly specifi c requirements 

(ex. fi rst and last name and another data set)
• Does coverage extend to both breach of individual 

informaƟ on and confi denƟ al corporate informaƟ on?
• Is there coverage if the data breached is employee 

data?
Does coverage extend to the following:
• Paper and electronic records
• InformaƟ on in the possession of independent 

contractors?
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• InformaƟ on contained on non-owned servers or host 
sites?  (ie cloud provider)

• Acts of rogue employees?

Are any of the following limitaƟ ons or exclusions applicable:
• ViolaƟ ons of your own privacy policy?
• Breach of contract?
• Failure to maintain adequate security?
• Failure to maintain WPA wireless encrypƟ on?
• Unencrypted portable device?
• Cell phones or laptops?

Are the following coverages included:
• Data Breach Expenses
• Breach Coach / Legal Services
• PCI Fines and PenalƟ es
• Regulatory Proceedings
• Computer Forensic Costs
• Cyber ExtorƟ on, Ransomware
• Business Income / Loss of Income
• Dependent Business InterrupƟ on
• Media Liability 
• Network Damage
• Virus / Hacking Liability:  defense and damages

Insurance is an important risk fi nancing mechanism for 
healthcare enƟ Ɵ es of all sizes.  Informed decision making 
around your cyber policy will help ensure that the policy 
responds the way you need it to in the event of a loss or 
breach.

Risk management and insurance products are off ered through First Niagara Risk Management, Inc., a wholly-owned subsidiary of First Niagara Bank, N.A., and a 
licensed insurance broker and agent. Insurance policies are obligaƟ ons of the insurers that issue the policies. Insurance products may not be available in all states.

Investments and Insurance:  Are not deposits • Are not FDIC-insured • Are not insured by any Federal Government Agency • Are not guaranteed by 
the  Bank • May go down in value
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